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About Ducara 

Ducara Info Solution Pvt. Ltd. is a IT company in the domain of Information Security & Ethical Hacking. Basically 
Information Security (sometimes shortened to InfoSec) is the practice of defending information from unauthorized 
access, use, disclosure, disruption, modification, perusal, inspection, recording or destruction.  

Ducara is the first accredited training Center of EC-Council, US in UP, here we are providing the International platform of 
IT Security Training. We are going to provide the training and consulting services to corporate industries as well as to 
the educational institutions in the field of Information Security. We are committed to offer best Information Security 
(Training and Services) to our Students, Partners and Corporate Industries with a high standard content, because we 
believe that high standards bring excellent output in long run, our standards is our strength, and we maintain this so 
that when we say “We are Professional in it” and we must really mean it.  

We are providing an International Platform where Students and Professionals can make yourself a Certified IT Security 
Professional.  
 

Our Services 
  

 Training Services to educational institutions/students/professionals. 
 Consulting Services to Corporate Industries. 

 

Our Mission 

Our mission is "to create such Information Security Professionals cum Ethical Hackers who are fully skilled and are 

able to understand all the necessary demand in the domain of Information Security and to give them a career which 

will never get retire i.e. SECURITY." 

 

TEAM MEMBERS 

Mr. Manish Sharma Ms. Aparna Agarwal Mr. Prashant Sharma 
C.E.O. Principal Consultant Marketing Executive 

   
Mr. Rohit Sharma Mr. Vikas Ramola Ms. Madhvi Sharma 

Business Development Manager Business Development Officer Security Consultant 
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About EC-Council 
 

 
 
The International Council of E-Commerce Consultants (EC-Council) is a member-based organization that certifies 
individuals in various information security and e-business skills. EC-Council has been certified by American National 
Standards Institute to meet its ANSI 17024 standard. It is the owner and creator of the world famous Certified Ethical 
Hacker (CEH), Computer Hacking Forensics Investigator (CHFI) and EC-Council Certified Security Analyst (ECSA)/License 
Penetration Tester (LPT) programs, and as well as many others programs, that are offered in over 92 countries through a 
training network of more than 450 training partners globally, and we are one of them. 
As of end 2012, EC-Council has trained over 160,000 individuals and certified more than 66,000 security professionals. 
Many of these certifications are recognized worldwide and have received endorsements from various government 
agencies including the US Federal Government via the Montgomery GI Bill, National Security Agency (NSA) and the 
Committee on National Security Systems (CNSS). And the United States Department of Defense has included the CEH 
program into its Directive 8570, making it as one of the mandatory standards to be achieved by Computer Network 
Defenders Service Providers (CND-SP)  
 
The EC-Council mission is "to validate information security professionals who are equipped with the necessary skills 
and knowledge required in a specialized information security domain that will help them avert a cyber conflict, should 
the need ever arise." EC-Council is committed to uphold the highest level of impartiality and objectivity in its practices, 
decision making, and authority in all matters related to certification. 
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What is IT security? 

Basically information security (sometimes 
shortened to InfoSec) is the practice of 
defending information from unauthorized 
access, use, disclosure, disruption, 
modification, perusal, inspection, recording or 
destruction. It is a general term that can be 
used regardless of the form the data may take 
(electronic, physical, etc...). Computer security 
(also known as cybersecurity or IT security) is 
information security as applied to computers 
and computer networks. 

The field covers all the processes and 
mechanisms by which computer-based 
equipment, information and services are 
protected from unintended or unauthorized 
access, change or destruction. Computer 
security also includes protection from 
unplanned events and natural disasters. 
 

 
Why IT Security? 
 
Wherever you look, cyber crime is on the rise, 
ex- 

 Wi-Fi Hacking,  
 E-mail accounts Hacking,  
 Mobile Phone Hacking, 
 Website Hacking,  
 Bluetooth Hacking, 
 Online Bank Account Hacking. 

 

 

 

 

 

But with the rise of these threats also comes opportunities, as new careers are opening up for people to protect us from 
hackers, cyber criminals, organized crime, and even terrorists.  
“Every sector is going to need expertise in this field”. 

 

 

http://en.wikipedia.org/wiki/Information_security
http://en.wikipedia.org/wiki/Computer
http://en.wikipedia.org/wiki/Computer_network
http://en.wikipedia.org/wiki/Natural_disaster
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INDUSTRY AT A GLANCE 

 

'India needs more than 5 lakh Ethical Hackers'  

 

42 million Indians were hit by cyber crimes in the last 12 months with a total of $8 billion recorded in direct financial 

losses too corporate world, India is the third most affected due to hackers.  Unfortunately India has seen many 

government and defense websites being hacked in the recent times. Our country has traditionally defensive in terms of 

Information Security. 

Corporate India has now identified the importance of Ethical Hackers and almost every security company has them as a 

strategy to perform ethical covet activities. According to latest estimation by CERT- In, India is need of more than 5 Lakh 

Ethical Hackers. 

 

CAREER IN INFORMATION SECURITY & ETHICAL HACKING 

  

Information security is vital in every company. New security measures are added on a regular basis. As a result the 

demand for Security Professionals is high. Companies need to ensure their security policies are up to par and 

communicated to the company. That is why the number of jobs has increased steadily. Job grown for this title is 

expected to reach 25% over the next five to ten years. 

 

The median salary for a security professional in India is around $85,000. This salary average covers all business types, 

geographic areas, and experience levels. The average figure is about 25% higher than the average of all job postings. 

 

Nasscom says : India needs about 77,000 ethical hackers every year. 
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TRAINING SERVICES 

Certifications we Offer:  

 

1. ENTRY LEVEL CERTIFICATIONS- 
 

a. Wireless|5  

 

 

Wireless technology is still hyped about and chances are you are at times 
overwhelmed by the plethora of terms and devices that come your way. Networks are 
getting connected increasingly with the aid of new technology. Communication is 
witnessing richer media content and easy accessibility. Information sharing is 
assuming critical significance as virtual networks are spawning relentlessly. 

 

 

b. Network|5  

 

 

Technology today is ‘networked’ – even in the literal sense. Networks have become 
an integral part of mundane existence. It is inconceivable to think of 
communications exclusive of networks. Network 5 serves to expose the learner to 
basic networking concepts. Organizations employ network and system 
administrators to cater to its networking needs.  

 

 

c. Certified Secure Computer User (C|SCU)  
 

 

The purpose of the CSCU training program is to provide students with the necessary 
knowledge and skills to protect their information assets. This class will immerse 
students into an interactive environment where they will acquire fundamental 
understanding of various computer and network security threats such as identity theft, 
credit card fraud, online banking phishing scams, virus and backdoors, emails hoaxes, 
sex offenders lurking online, loss of confidential information, hacking attacks and 
social engineering.  
 

 
 
 
 
 



 

www.ducarainfo.com                                                                                               www.eccouncil.org           

 
 

2. PROFESSIONAL LEVEL CERTIFICATIONS- 
 
 

a. Certified Ethical Hacker (C|EH)  

 

 

To beat a hacker, you need to think like one! A Certified Ethical Hacker is a skilled 
professional who understands and knows how to look for weaknesses and 
vulnerabilities in target systems and uses the same knowledge and tools as a malicious 
hacker, but in a lawful and legitimate manner to assess the security posture of the 
target system(s). The CEH credential certifies individuals in the specific network 
security discipline of Ethical Hacking from a vendor-neutral perspective. 

 

CEH Training 
The Certified Ethical Hacker class will immerse the students into a hands-on 
environment where they will be shown how to conduct ethical hacking. They will be 
exposed to an entirely different way of achieving optimal information security posture 
in their organization; by hacking it! They will scan, test, hack and secure their own 
systems. 

 

Course Module 

»» Introduction to Ethical Hacking 
»» Footprinting and Reconnaissance 
»» Scanning Networks 
»» Enumeration 
»» System Hacking 
»» Trojans and Backdoors 
»» Viruses and Worms 
»» Sniffers 
»» Social Engineering 
»» Denial of Service 
 

»» Session Hijacking 
»» Hacking Webservers 
»» Hacking Web Applications 
»» SQL Injection 
»» Hacking Wireless Networks 
»» Hacking Mobile Platforms 
»» Evading IDS, Firewalls and Honeypots 
»» Buffer Overflows 
»» Cryptography 
»» Penetration Testing 

 

 

Exam Information 
Exam Questions : 125 Questions 
Exam Duration : 4 Hours 
Passing Score : 70% 

   
American National Standards Institute (ANSI) 
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b. Certified Hacking Forensic Investigator (C|HFI)  

 

 

EC-Council releases the most advanced Computer Forensic Investigation program in the 
world. CHFI presents a detailed methodological approach to computer forensics and 
evidence analysis. It is a comprehensive course covering major forensic investigation 
scenarios that enable students to acquire hands-on experience on various forensic 
investigation techniques and standard tools necessary to successfully carry-out a 
computer forensic investigation. 
CHFI v8 Program certifies individuals in the specific security discipline of computer 
forensics from a vendor-neutral perspective. 

 

Computer hacking forensic investigation is the process of detecting hacking attacks and properly extracting 
evidence to report the crime and conduct audits to prevent future attacks. Computer forensics is simply the 
application of computer investigation and analysis techniques in the interests of determining potential legal 
evidence. Evidence might be sought in a wide range of computer crime or misuse, including but not limited to 
theft of trade secrets, theft of or destruction of intellectual property, and fraud. Computer forensic 
investigators can draw on an array of methods for discovering data that resides in a computer system, or 
recovering deleted, encrypted, or damaged file information. 

 

 

 

c. EC-Council Certified Security Analyst (E|CSA)/ Licensed Penetration Tester (L|PT) 

 

 

ECSA/LPT is a security class like no other! Providing real world hands on experience, it is 
the only in-depth Advanced Hacking and Penetration Testing class available that covers 
testing in all modern infrastructures, operating systems and application environments. 

EC-Council’s Certified Security Analyst (ECSA) course will help you master a documented 
penetration testing methodology that is repeatable and that can be used in a penetration 
testing engagement, globally. 

*Upon successful completion of the ECSA 
program, you may apply to be an LPT 
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d. EC-Council Certified Network Security Administrator (E|NSA) 

 

 

The EC-Council’s Network Security Administrator certification looks at the network 
security in defensive view while the CEH certification program looks at the security in 
offensive mode.  

The ENSA program is designed to provide fundamental skills needed to analyze the 
internal and external security threats against a network, and to develop security policies 
that will protect an organization’s information. Students will learn how to evaluate 
network and Internet security issues and design, and how to implement successful 
security policies and firewall strategies. In addition, they will learn how to expose system 
and network vulnerabilities and defend against them. 

 

EC-Council Network Security Administrator V4 is 
CNSS 4011 Approved  

 
 

  

e. EC-Council Certified Secure Programmer (E|CSP)  

 

 

This course will be invaluable to software developers and programmers alike to code and 
develop highly secure applications and web applications. This is done throughout the 
software life cycle that involves designing, implementing, and deployment of applications.  
.Net is widely used by almost all organizations as the leading framework to build web 
applications.  
The course teaches developers how to identify security flaws and implement security 
countermeasures throughout the software development lifecycle to improve the overall 
quality of products and applications. 

 

 
and all other certifications of EC-Council. 
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CONSULTING SERVICES 
 

1. SECURITY AUDIT 
 

Ducara provides set of pro-active compliance and assurance services that help assess the security of the IT systems, 

structure and processes of your organization. These include assessment of security architecture, governance & strategy, 

policy & procedures and technical vulnerability status. Our audit services are designed to provide actionable inputs to 

take your security posture to higher maturity. 

 

Our audit services utilize global best practices and security standards to measure the current state. This is followed by 

customized recommendations for short term and long term improvements. Our certified auditors and security 

consultants work in tandem to design solutions to increase security measures in cost effective and process efficient 

manner. 

 

Audit program covers the following areas: 

 Corporate Security Management 
 Systems Development and Maintenance 
 Information Access Control Management 
 Compliance Management 
 Disaster Recovery Plan and Business Continuity 
 Human Resource Security Management 
 Information Security Incident Management 
 Communications and Operations Management 
 Organizational Asset Management 
 Physical and Environmental Security 

Management 
 Security Policy Management 
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2. VULNERABILITY ASSESSMENT 

 

Ducara Vulnerability Assessment (VA) service helps you identify the vulnerabilities which exist on the network as well as 
on hosts, and it also determines the methods of mitigation. It covers network equipment like routers, switches, firewalls 
etc and operating systems like Windows, Solaris, Linux and others. While a penetration testing provides external view of 
security status, the vulnerability assessment service provides detailed internal security issues arising from insecure 
configurations, weak setting, and policy non-compliance on your IT assets. These issues could lead to compromise from 
insider threats. 

Ducara will provide a detailed report after completion of the assessment. A VA Report will highlight the 
weaknesses in the system that affects the availability, reliability and integrity of information assets. It will also 
provide the solutions for covering each identified risk. The VA report will benchmark the findings of the 
assessment with the SANS Top 20. 

 

3. PENETRATION TESTING 

 
Ducara Penetration Testing service proactively attempts to break into your system to assess your level of security 
preparedness. This helps you get a hacker's eye view of the system, and it enables you to identify security holes that 
could be exploited by a remote attacker to compromise your system. At Ducara, we employ penetration testing tools 
and techniques that are constantly updated to include all known threats and risks. This means that after your system is 
tested & certified, it can be used with the absolute assurance that it is secure. 
 

There are three components to this service: 

 

 Light perimeter test - testing the strength of the perimeter from a remote location. 
 Full perimeter test - verifying the security of the perimeter, the servers in the DMZ, with remote exploitation of 

the DMZ, and accessible internal systems. 
 Internal test - the 'trusted-insider' test, launched from inside the client's network, with internal exploitation. 
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4. CYBER CRIME INVESTIGATION 

 
Internet Crime Investigations is a very specialized field of investigations that go beyond the the resources of most police 
departments or law firms. Successful investigations require a blend of hard nosed investigation experience, 
understanding of the fraudulent schemes, internet and computer forensics, covert operations and involvement of legal 
expertise in these areas. 

 
 

Our teams will investigate the e-crime cases 
containing : 

 Internet Extortion 
 Determination and generation of fake IDS to 

harm a reputation. 
 Threatening Email. 
 Frauds in electronic money transfer. 
 Email / website hacking or email surveillance. 
 Obscene Pornography or Offensive Content. 
 Harassment.  
 Credit card Frauds. 
 Denial of service attack.  
 Software piracy. 
 IRC Crime. 
 Phishing.  
 Salami attack. 
 Any other case involving a crime through 

computer. 

 

 

We do investigation in cyber crime cases or we also call them as e crime cases. Any sort of fake Id made to harm a 
person reputation, frauds in electronic money transfers, cyber security threats, sending threatening mails, email frauds, 
electronic financial frauds etc. We undertake investigation in all cases pertaining to the cyber law / crime. 
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The most common types of fraud and cyber crime incidents we investigate are: 

 

External Incidents 

 

 Compromised systems, applications, servers and network devices. 
 Machines infected by viruses, Trojan horses and rootkits. 
 Denial of Service attacks against corporate infrastructure. 
 Phishing and social engineering attacks against corporate users. 
 Fake or confidential information spreading in the Internet. 
 Blackmailing 

 
 

Internal Incidents 

 

 Confidential information leakage and malicious activity by insiders. 
 Privilege escalation, unauthorized access to sensitive information. 
 Information and date destruction or other damage to corporate resources. 

 
 

Counterfeiting Incidents 

 

 Industrial and commercial espionage. 
 On-line trading of counterfeit corporate products. 
 On-line abuse of trademarks, licenses and copyright. 
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5. WEB APP SECURITY 

 
Our web application security assessment service will provide you with an overview of the effectiveness of the security 
controls you have in place to protect your web applications and identify flaws that could be exploited by attackers. 
 

Combining the latest scanning technologies, methodologies and deep expertise, our web application vulnerability 
scanning service is designed to significantly reduce the risk of an external or internal breach. Our team uses 
comprehensive framework for assessing the security of web-based applications based on OWASP Top 10, WASC and 
others. This framework includes checks for: 

 

 Un-validated Input Parameters 
 Broken Access Control 
 Broken Authentication and Session Management 
 Cross Site Scripting (XSS) 
 Cross Site Request Forgery (CSRF) 
 SQL and Command Injection 
 Improper Error Handling 
 Buffer Overflows 
 Insecure Configuration Management 
 More… 

 

6. MOBILE APP SECURITY 

 

Ducara offers two types of Mobile Application Security Testing assessments to make mobile applications more resilient 
against attacks. Our assessment tests the application against the Mobile OWASP Top 10 as well as our Plynt Mobile 
Application Certification Criteria . 

Based on the risk profile of the application, you may choose either one of the following two services or both – 

 Mobile Application Penetration Test. 
 Mobile Application Source Code Review. 
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NATIONAL CLIENTS 
 

  
 

CYBER CELL, MEERUT 
Meerut, Uttar Pradesh 

India 

Police Training School, UP Police 
Meerut, Uttar Pradesh 

India 

Dr. Bhim Rao Ambedkar Police 
Academy 

Moradabad, Uttar Pradesh 
India 

   

 
Police Training Centre 

Sharanpur, Uttar Pradesh 
India 

 

 
Security Brigade 

Mumbai, Maharashtra 
India 

 

TAI INFOTECH PVT. LTD. 
Gurgaon 

India 

 
  

Rural Electrification Corporation 
Limited 

New Delhi 
India 

 

NIIT LIMITED 
Gurgaon, Haryana 

India 

 

Sakshay Web Technologies Pvt. Ltd. 
Noida, India 
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Meerut Institute of Engineering 

and Technology 
Meerut, Uttar Pradesh 

India 

Swami Vivekananda Subharti University 
Meerut, Uttar Pradesh 

India 

IIMT Engineering College 
Meerut, Uttar Pradesh 

India 

 
  

 
College of Applied Education & 

Health Science 
Meerut, Uttar Pradesh 

India 

 

 
Vinayak Vidyapeeth 

Meerut, Uttar Pradesh 
India 

 

Panchwati Institute of Engineering & 
Technology 

Meerut, Uttar Pradesh 
India 

 

  

Venkateshwara Institute of 
Technology 

Meerut, Uttar Pradesh 
India 
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INTERNATIONAL CLIENTS 
 
 

 
 

 

Global Stem Cells 
USA 

 

Social27 Inc. 
WA, United States 

Cyber Security Think Tank 
WA, United States 

   

 
Web Crunchers 

Bart Wolcott, USA 

 

 
Groupe Consultique 

Canada, United States 

 

Hacking Bootcamp 
United States 

 
  

Prohactive 
Canada, United States  
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DUCARA INFO SOLUTIONS PVT. LTD. 
 
Our Locations: 
 

  2nd Floor, Bhagwati Complex, Pallavpuram Phase-2, Meerut UP – 250110, UP INDIA 

  Tempe, Arizona – 85281 UNITED STATES 
 
Website: www.ducarainfo.com 
Email ID: info@ducarainfo.com 
Facebook link: www.facebook.com/DucaraInfoSolutionsPvtLtd 
Contact No.: 0121-2575300, +91-7895201111 
 
 
 
 

http://www.ducarainfo.com/
mailto:info@ducarainfo.com
http://www.facebook.com/DucaraInfoSolutionsPvtLtd

